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Why?

• Assist in procurement process

• Encourage product development
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Requirements & Scope

• Network connected appliance

• FIPS 140-2 level 3 (or better)

• Decent performance

• PKCS#11 interface

4



Vendors

• AEP Keyper v2

• Safenet Luna SA 4

• Thales nShield Connect

• Ultimaco CryptoServer Se1000

Where cryptographic services are used to protect an 
information system, trust and integrity are derived from 
the security of the underlying signing and encryption 
keys. This makes protection of these keys critical to the 
overall trust and integrity of a system. 

Cryptographic key material can be stored and protected 
in a variety of ways and on a variety of media including 
software, smart cards and USB tokens.  However, where 
protection is critical, the level of security offered by 
these solutions may not always be enough. Storing and 
protecting key material on a physically separate Hardware 
Security Module (HSM) is the only viable option. 

A critical element in the architecture and deployment of 
a cryptographic system is the design and flexibility that a 
HSM can afford the system. In choosing a HSM, a range of 
options need to be considered:

What connectivity does the HSM offer?
What key storage capability does the HSM offer?
What tamper detection does it provide?
How many hosts can be connected to a single HSM?
Can multiple hosts share the same HSM?
Can the HSM be upgraded at a future point without 
requiring a return to the manufacturer?  

AEP Series K: The Ultimate 
Protection of Key Material
AEP Networks has designed the Series K range of HSMs 
which offer the ultimate level of protection for the most 
sensitive data and information systems. At the heart of AEP 
Keyper is AEP Networks’ revolutionary ACCE technology.

ACCE is the next generation flexible crypto platform that 
provides the highest level of assurance – FIPS 140-2, Level 
4.  Based on this core technology, AEP Networks has built 
a comprehensive product range to cater to the PKI, VPN 
and Web markets. 

The AEP Series K is ideally suited to businesses 
deploying a cryptographic system where the protection 
of cryptographic keys is a priority, for example, in 
organizations requiring certificate signing, code or 
document signing, bulk generation or ciphering of 
keys or data. Series K is available in four models offering  
various levels of scale: Professional, Enterprise, Professional
High Availability, Enterprise High Availability. 

Series K Features 
and Benefits 

Connectivity – Ethernet connectivity offering greater
scalability and flexibility
Manageability – Small footprint allows desktop use 
or rack mounting
Design – Fully integrated module with smart card 
reader, PIN entry and cryptographic processing 
within a single device
Scaleable performance – Increases the number of 
crypto operations achievable
Fault Tolerance
Load Sharing – Software available to load balance 
multiple modules with one or multiple hosts
Architecture – Built on ACCE giving tamper reaction 
to FIPS 140-2, Level 4 (certificate1340)
Scalability – Up to 16 modules can be connected to 
multiple hosts
Choice of Interfaces – On host PKCS#11 and 
Microsoft CSP interfaces
Field Upgradable – Ability to upgrade firmware and 
algorithms in the field
Support for the latest algorithms
Authenticated use of keys that are optionally PIN 
activated
Drivers for Windows, Solaris, Free BSD, GNU Linux 
and MAC OSX
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• All devices tested using

‣ ods-hsmspeed

‣ pkcs11-testing

• Test software available from the 
OpenDNSSEC code repository
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Common Features

• Primary UI via front panel (no web GUI)

• Remote administration via CLI

• Role-based administration

• Smart card authentication
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Results
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Algorithm Support

! ! !

!

! ! !

! ! ! "#$%!&'!('&)!

! "#$%#&'(#)*+,)'
*+,-!-%./,01!2,-/-!/+%!/%-/!3%4,%5-!60,1/-!#17!/+%!.033%-6017,1$!4%1703!-86603/9!:0/%!/+#/!5%!#3%!

10/!3%.0;;%17,1$!01%!4%1703!(03!-%/86!/<6%!=03!/+#/!;#//%3)!04%3!#10/+%3!>8/!-,;62<!/3<,1$!/0!

%4#28#/%!+05!5%22!.%3/#,1!=81./,01-!#3%!,;62%;%1/%79!?/!-+0827!>%!10/%7!/+#/!#22!/+%!;0782%-!5%3%!

/%-/%7!5+,2%!3811,1$!,1!@?"A!;07%9!A0;%!0=!/+%!;0782%-!7,-#>2%!.%3/#,1!B%<!2%1$/+-!#17!

.3<6/0$3#6+,.!=81./,01#2,/<!,1!@?"A!;07%9!

!-. /#012%03+'43,3'567'
6-.'6+89(%,1:')*;;9(,! !A86603/!=03!#2$03,/+;-!#17!B%<!2%1$/+-!.0;;012<!8-%7!=03!C:AADE!#17!

"F?!#662,.#/,01-9!G0-/!0=!/+%!;0782%-!-86603/!#77,/,01#2!.3<6/0$3#6+,.!=%#/83%-9!@03!#!.0;62%/%!2,-/!

0=!.3<6/0$3#6+,.!"FEAH&&!;%.+#1,-;-!6%3!IAG!-%%!J66%17,K!L9!!

!

<*20,%92' 6=>'?#@;#(' A3B#2#,'C*23' /13+#)'2A1%#+4' D,%:309'E(@;,9A#($#('
6=AF' &MNOMPQ! &MNOMPQ! &MNOMPQ! &MNOMPQ!

6=A':94#)' DELRELERGJE! DELRELERGJE! DELRELERGJE! DELRELERE*SRGJE!

GH=A':94#)' DELRELERGJE! DELRELERGJE! DELRELERGJE! DELRELERGJE!

"A6' &TMUOUTVQ! P&MOUTVQ! &TMUOUTVQ! P&MON&VM!

=EHA6' O! &&MOPW&! O! &&MOPM&!

HA6F' P&MOUTVQ! P&MO&TMU! P&MOMTUN! P&MOUTVQ!

=EHIF' O! &&MOPW&! O! &&MOPM&!

AI6J.' AIJ&! AIJ&! AIJ&! AIJ&!

AI6JKF' AIJMPQOAIJP&M! AIJMPQOAIJP&M! AIJMPQOAIJP&M! AIJMPQOAIJP&M!

IL6E' AIJ&! AIJ&OAIJP&MR!GCP! GCP! AIJ&OAIJP&MR!GCP!

X"#3/!0=!:AJ!A8,/%!L!Y:AJA8,/%LZ!

! !

6-K'>?EAM..'%2,#(B30#! !*+%!;0-/!.0;;012<!8-%7!62#/=03;!#$10-/,.!,1/%3=#.%!,-!"FEAH&&9![%!

.3%#/%7!#1!#8/0;#/%7!-.3,6/!/0!/%-/!-0;%!;#,1!"FEAH&&!=81./,01-!/0!4%3,=<!/+%!2,>3#3<!

,;62%;%1/#/,019!*+%!=02205,1$!=81./,01#2,/<!5#-!/%-/%7\!

!

&9 ?1,/,#2,]#/,01! !?1,/,#2,]%!2,>3#3<!#17!-%/!86!-%--,01!

M9 C,$%-/,1$! !GCPR!AIJ&R!AIJMPQR!AIJP&M!

'9 SAJ! !B%<!$%1%3#/,01!#17!-,$1,1$!

U9 CAJ! !B%<!$%1%3#/,01!#17!-,$1,1$!

P9 DECAJ! !B%<!$%1%3#/,01!#17!-,$1,1$!

Q9 JDA! !B%<!$%1%3#/,01!#17!%1.3<6/,01!

W9 F%<!#$3%%;%1/!(DECI)! !B%<!7%3,4#/,01!

N9 "8>2,.!B%<!,1=03;#/,01!,1!63,4#/%!B%<!0>^%./! !*+%!63,4#/%!B%<!0>^%./!60/%1/,#22<!.01/#,1-!

,1=03;#/,01!#>08/!/+%!68>2,.!B%<!#-!5%22R!,1!5+,.+!.#-%!012<!/+%!63,4#/%!B%<!1%%7-!/0!>%!

-/03%79!*+,-!,-!10/!$8#3#1/%%7!>8/!06/,01#2!,1!"FEAH&&9!

V9 ?;603/!0=!#1!&TMUO>,/!SAJ!B%<!6#,3!

! !

/#),'M' 6=>'?#@;#(' A3B#2#,'C*23' /13+#)'2A1%#+4' D,%:309'E(@;,9A#($#(F'
.' ! ! ! !

K' ! ! ! !

G' ! ! ! !

!' ! ! ! !

N' O! ! O! !

O' ! ! ! !

P' O! :03;#2!>8/!10/!

.0=#./03!7%3,4#/,01!

O! !

Q' ! ! ! !

R' ! :0/!,1!@?"A!;07%XX! :0/!,1!@?"A!;07%! !

X!@03!-0;%!3%#-01!,/!5#-!,;60--,>2%! !

XX!A86603/!=03!,;603/,1$!(4,#!53#66,1$)!B%<-!,1!>0/+!@?"A!#17!101!@?"A!;07%!>8/!10/!7,3%./!4,#!"FEAH&&!B%<!

,;603/9!

9



Performance
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Communication

• Supported operating systems

• Backup functionality

• Synchronization and clustering

• Network communication protocol
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Security Features

• Certification levels

• Supported authentication methods

• Support for division of command (m-of-n)

• Remote administration

• Setup procedures

• Multiple security domains

• Time synchronization
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Other Results

• Status and monitoring

‣ Logging and auditing

‣ SNMP

• Usability

‣ Setup and ease of use

‣ Software administration

‣ Documentation
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