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Introduction 

 
§  300+ employees in 20+ countries 

§  300+ customers 
− 90%+ of Tier1 providers,  
−  60%+ of Tier2 providers, 11 of 13 of NA MSOs. 

−   Privileged relationships with majority of world’s ISPs 
−  ATLAS / ASERT thought leadership.  

  
 

•  Darren Anstee, EMEA Technical Specialist.  
•  16+ years of experience in Networking and 

Security. 
•  9 years at Arbor Network  
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The Arbor ATLAS Initiative 

§  What is it? 
§  Active Threat Level Analysis System 
§  A set of tools to model internet traffic patterns and 

Internet threat evolution 

§  How is it used?  
§  Within Arbor Products 
§  Atlas.arbor.net site / Blog 
§  Various Presentations 

§  Trends in Internet 
Traffic Patterns –  
NANOG 47 / MENOG 

§  Botnet, DDoS and 
Ground Truth – NANOG 50 

§  Broader Security Community 

§  What is it for?  
§  Broaden our understanding of the Internet 
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The Arbor ATLAS Initiative 

§  ATLAS Sensor Network 
–  Network of honey-pots over 4 continents 
–  Route coverage includes North America, South America,  Europe 

& Japan 
–  1 – 1.5 million unique IPv4 Internet addresses 

§  30+ ISPs sharing full real-time routing data 

§  100+ ISPs sharing real-time 
 data 
–  A cross section of global tier-1, 

national tier-2 carriers and the 
largest content providers; covering 20+ countries 

–  Automated XML export from Arbor Peakflow SP deployments 
–  ONLY where enabled by the customer 

Three Primary Direct Data Sources 
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The Arbor ATLAS Initiative: Internet Trends 

§  100+ ISPs sharing real-time 
 data - > ATLAS Internet Trends 
–  Automated hourly export of XML file to Arbor server (HTTPS) 
–  File is anonymous, only tagged with 

–  User Specified Region e.g. Europe 
–  Provider Type (self categorized) e.g. Tier 1 

– Data derived from Flow / BGP / SNMP correlation 
–  Arbor Peakflow SP product 

–  Correlates Sampled Flow / BGP in real-time 
–  Distributed in nature 
–  Network / Router / Interface etc. Traffic Reporting 
–  Threat Detection (DDoS / infected sub)  

–  Multiple detection mechanisms 
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The Arbor ATLAS Initiative: Internet Trends 

§  Exported XML contains: 
§  Traffic Reporting data for: 

§  Whole Network breakouts for ASNs, Protocol, TCP / UDP 
Ports, Application and Geo IP stats and total traffic.  

§  Anonymised data for Medium / High detected threats 
§  Attack sources and destinations within the contributing 

service provider are obfuscated (X.X.1.1) 
§  Data is stored centrally by Arbor and analysed using scripts  

§  Inter-ASN traffic data 
§  Internet Connectivity 
§  Port / Protocol mix 
§  GeoIP Country stats 
§  DDoS threat evolution 
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§  Probes allocated dark IP space within carrier networks.  
§  Globally routable and allocated IPs that should not contain 

ANY active servers or hosts 
§  Multiple darknet use cases 

1.  Flow collection 
2.  Backscatter detection 
3.  Packet sniffing 
4.  Reconnaissance identification 

§  No legitimate packets should EVER be destined to these IPs 
–  Packets seen in dark IPs usually sourced by malware & 

botnets (spam, phishing, DoS, exploit scanning, etc.) 
§  Since nearly all traffic is illegitimate, darknet analysis incurs low 

false positive rates 
§  Used to collect scan and attack / exploit data 

§  All data is collected / analysed automatically 

The Arbor ATLAS Initiative :  Sensor Network 
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1.   ATLAS initiates three-way handshake w/ ingress traffic from provider-routed dark IPs to 
elicit and classify in-bound attack activity (per connection). 

2.   Resulting ATLAS attack log data transmitted to Arbor datacenter, where it is combined with 
additional data sets (Peakflow logs, partner data, vulnerability/malware databases). 

3.   ASERT analyzes combined data and converts into actionable intelligence which is posted on 
the ATLAS public portal. 

The Arbor ATLAS Initiative : Sensor Network 
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§  2k – 5k Malware samples analysed automatically per day.  
§  Malware samples are analysed in virtualised  ‘sandbox’ 

environment 
§  Samples are categorized into threat types: 

–  Spam 
–  Virus 
–  Botnet 
–  DDoS Botnet  

§  Further analysis carried out for latter 2 (our area of expertise) 
–  CnC mechanism / location 
–  Attack vectors / Attack fingerprints etc..  

§  Samples are compared to existing database of 5M malware 
signatures 
§  Approx 10% new per day.  

The Arbor ATLAS Initiative : Malware Analysis 
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§  Automated tracking of Malicious Links and FasFlux domain 
names based on Spam email link / Phishing site data 
mining.  

§  Domain names / links are tracked along with associated 
IPs , ASNs and GeoIP data.  

§  So, what do we do with all of this stuff…… 

The Arbor ATLAS Initiative : Malicious Link & Fastflux 
Analysis 
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§  Proportion of monitored 
attacks over 10Gb/sec has 
grown by 470% from 2009 

§  Monitoring  > 10Gb/sec 
attack approx every 6.5 
hours 

 

2010 ATLAS Initiative : DDoS Trends 2009 - 2010 

Attacks over 10Gb/sec on the rise! 
§  Increase in large bps / pps 

attacks year on year: 
§  319% increase in number of 

monitored attacks > 10Gbps from 
2009 – 2010. 

§  45% growth in number of attacks > 
10Mpps.  
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§  Average monthly attack size 
since start of 2009. 

§  Average attack is 891Mbps / 
622.7Kpps, Feb 2011 

2010 ATLAS Initiative: DDoS Trends 2009 - 2010 

Attack Growth trend in Mbps and Kpps 

§  Average attacks sizes have 
grown by 576% / 447% since 
start of 2009 

§  Spike in average BPS / PPS 
in late summer 2010 
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The New Internet – NANOG 47  

§  Flatter and much more densely interconnected Internet 
§  Significant routing, traffic, security, economic, implications  

§  Disintermediation between content and eyeball networks 
§  New commercial models between content, consumer and transit 

Settlement Free 

Pay for BW 

Pay for access BW 
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IPv6 Trends : Decline in Tunneled Traffic, 
Increase in Native traffic  
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The ATLAS Initiative : Scans / Attacks Analysis 
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The ATLAS Initiative: Malware Analysis 

§  Attack Fingerprinting used to  
determine detection / mitigation 
mechanisms. 
–  Included in product data-feeds 
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The ATLAS Initiative : Blog Posts 



Page 18 – Company Confidential 

§  A scalable way of getting near real-time visibility 
of Internet traffic / Threat data 

§  Can help us to better understand traffic / threat 
trends 
– Coarse grained data – (primarily) from Flow.  
–  Finer grained data – honeypots / malware analysis 

§  Always looking for new areas to investigate in 
relation to traffic / threat trends 
–  Ideas Welcome 

The ATLAS Initiative 



Thank You 

Darren Anstee 
darren@arbor.net 
 


