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On-demand IPv4 Address Provisioning in Dual-Stack
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2. Explanation of use case.
3. Description of Mechanism “On-demand IPv4 Address Provisioning”.
4. Summary / Conclusion.

5. Discussion / Question and Answers.
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On-demand IPv4 Address Provisioning in Dual-Stack PPP.

Motivation. The IPv4 Addresses are nearly gone.

Status Quo of Global IPv4 Address Pool Address pools

Status: 01.02. 2011

Last unused /8s

have been delivered
to the RIRs on
01.Feb 20111l

I IANA_Pool_unused
IANA/IETF _reserved

" RIR_assigned

74,50% B RIR_Pool_unused

Source: T-Labs

= JANA_Pool unused:
Unused/Free IPv4 address space.
= |ANA/IETF_reserved:

IPv4 address ranges that have been
reserved by IETF/IANA and that can not
be used for freely assigning them to end
systems (e.g. Multicast, 10.0.0.0/8,
240.0.0.0/4 etc.).

= RIR_Pool_unused:

IPv4 address ranges that have been
delegated from IANA to the RIRs in order
to ensure that the RIRs can assign
addresses to end customers for the next 9
month.,

= RIR_assigned:

“‘Inuse” IPv4 addresses assigned to
ISPs/end users.

Today only the RIRs have still a few unused IPv4 addresses in their stocks!!
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On-demand IPv4 Address Provisioning in Dual-Stack PPP.

Motivation. The IPv4 Addresses are nearly gone.

Status Quo of Global IPv4 Address Pool Address pools

Status: 01.02. 2011 = |ANA_Pool_unused:
1 5,‘30%\ Unused/Free IPv4 address space.
Last unused /8s = |ANA/IETF_reserved:
have been delivered IPv4 address ranges that have been
to the RIRs on — _ rr———
01 . Feb 201 1 ” ( o1.02.2011 1047 Na,(;,, orige | Nachste 3nd

IPv4d-Adresspool ausgeschopft
m vorlesen # MP2-Downlood

Die for die Vergabe won IP-Adressen zustandige LANA (Internet Assigned Mumbers
Authority) hat heute dem Asia-Pacific Metwork Information Centre (APNIC) Twei #/5-
IPvd-Adresshldcke zugeteilt, gab die regionale Internet-Registry (EIR) fOr Asien und
Australien heute in einer Mitteilung bekannt. Die heiden Bldcke 398 und 106/8 waren
damit die letzten beiden, fur die die JAMNA das alte VYergabeverfahren angewandt hat.

aeieydled ol IARNA LO e RIRS I order

B IANA_Pool_unused to ensure that the RIRs can assign
IANA/IETF _reserved addresses to end customers for the next 9
" RIR_assigned montk.].
74,50% B RIR_Pool_unused " RIR_assigned:

“‘Inuse” IPv4 addresses assigned to
ISPs/end users

Source: T-Labs

Today only the RIRs have still a few unused IPv4 addresses in their stocks!!
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On-demand IPv4 Address

Motivation. The IPv4 Addresses are nearly gone.

Provisioning in Dual-Stack PPP.

Status Quo of Global IPv4 Address Pool

15,30%

74,50%

Source: T-Labs

Address pools

o4 .00 _nnd d - LARNIA n 1 |

( Key Turning Point in Asia Pacific IPv4 Exhaustion
IPv4 “Final Stage” Begins Today

Brisbane, Australia — 6:00 (UTC+10) Frida

APNIC activates Final /8 Policy

Today the Asia Pacific Network Information Centre (APNIC) reached the last block of
Internet Protocol version 4 (IPv4) addresses in its available pool, activating a major
change in regional delegation policy.

| This event is a key turning point in IPv4 exhaustion for the Asia Pacific, as the

remaining IPv4 space will be ‘rationed’ to network operators to be used as essential
connectivity with next-generation IPv6 addresses. All new and existing APNIC
Members who meet the current allocation criteria will be entitled to a maximum
delegation of a /22 (1,024 addresses) of IPv4 space.

APNIC Director General Paul Wilson explained the Asia Pacific region is the first to
reach the point of being unable to meet IPv4 demand. This is due to the
unprecedented fixed and mobile network growth the region is experiencing.

3
Q
P _ Phone +61 7 3858 3100
— Fax +61 7 3858 3199
L A P N I C URL Www.apnic.net
E-mail info@apnic.net

Today only some of the RIRs have still a few unused IPv4 addresses in their stocks!!
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Motivation. What went wrong with [Pv6?

T Lack of IPv6 deployment... T Resulting challenge

.. because of: = Dual-Stack IPv6 integration approach does not save any IPv4

' - I
= No compelling business case address !!
= Complex network scenarios.

ARD « Need for IPv4 addresses!

= Leaks in standardization |P|=v4I
00
= [ong standardization cycles
= BBF, 3GPP, IETF, ...

= Lack of implementation 2012
= Partially incomplete

Il5v6 Migration via

Dual-Stack Deployment Il

IPv4 Internet
= Notin all devices where needed
(FW, LB, HG, ...)

= Mismatch in timelines

= Missing customer requests, ...

stack-based IPv6 integration strategy if no IPv4
addresses are available anymore past

“The foreseeable IPv6 deployment 2011/2012?
does not allow to serve customer '
with IPv6-only connectivity in mid-term.”
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Motivation. Solution approaches to IPv4 Address Exhaustion.

IPv4-only IPv6-only
Internet Internet

v

(Theoretically) Possible methods to extend the IPv4 usage to ensure IPv4 service continuity.

Increase IPv4 address efficiency

Shift always on traffic to IPv6 (e.g. Voice over NGN, Presence etc.)

Time multiplexing of public IPv4 addresses =) On-demand IPv4 Address Provisioning.
Multiple usage of private IPv4 addresses - regionalization of networks

Introduction of NAT within the Service Provider network

= NAT444

n Dual-Stack lite

= (ateway Initiated Dual-Stack lite, ...

6.  IPv4-IPv6 Protocol Translation

R C Y —

AN J
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Use case description.

Use case description and other solution approaches

Targeted
Usage

Scenario

(11Pv4 and 1

IPv6)

Dual-stack PPP deployment.

Provider provisioned, routing Home Gateway / Remote Gateway (RG) / CPE.

All permanent / always-on services are already running on top of IPv6 (VolP, DNS etc.).
Provisioning / releasing of public IPv4 address only on -demand.

Avoiding scalability issues on HG and NAS.

Additional costs for Licenses for # of user.

Simplify (traffic class based) traffic control. (No 2 PPP sessions for 1 customer).
No additional HG configuration needed (multiple user credentials etc.).

CGN (LSN) as last resort solution (complexity, costs etc.) may not become necessary when
deploying on-demand IPv4 address provisioning.

Estimated costs in aggregation networks equal to IPv6 introduction.
Will impact the customer experience.
Does not provide an IPv4 exit strategy.
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Presumptions.

Presumptions for “On-demand IPv4 Address Provisioning”

Good IPv6 connectivity is needed; Always-on (as well as other permanent) services
must be provided on top of IPv6. “Most” connections are assumed to be IPv6.

0 = Dual-Stack capabilities on network and application layer
Gateway -

Customer = Traffic and/or timer triggered detection of IPv4 communication demand
Devices => assigning / releasing of IPv4 parameters via IPCP.

= Dual-Stack capabilities on network and service layer.
Network / = Support for assigning and releasing |IPv4 addresses during a Dual-Stack PPP session -

Services local on NAS or RADIUS/DIAMETER based.
= Based on well known NCP (IPCP and IPv6CP) mechanism as described in related PPP

(Detailed RADIUS/Diameter communication is no part of this presentation).

AN )

Jda U DI - O Ual U C U A =S -

Interest and support signaled by several Telcos
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Description of Mechanism “On-demand IPv4 Address Provisioning in Dual-Stack PPP” - IP Address Usage.

100
% IPv6 addresses
#sessions
adfréises Current IPv4 Adc ess Usage/Tr @
services
IPv6 IPv4
address  address
Pool pool IPv4 address

usage IPv4 address
saving potential

= With IPv6 usage for Always-on services (NGN, Voice, IP-TV etc.) - IPv4 connectivity is furthermore only required for a
very limited time of the day for other not yet IPv6 capable applications.

= The potential of IPv4 addresses which could be saved shall be used to avoid the implementation of more complex
mechanism (e.g. NAT) as well as to minimize the impact of usability restrictions for customers.

= The IPv4 address pool size can be limited and potentially decreased.
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On-demand IPv4 Address Provisioning in Dual-Stack PPP.

Description of Mechanism - IPv6-only Address parameter provisioning will be the default option.

controller
RG Sensing element for BNG IPv4/IPv6 address pool
IPv6 or IPv4 traffic
demand on iﬁj
the WAN interface. l ,
IPv6 traffic deman ‘ 1. PPPoE Session ' < >
on WANintertace.  agtablishment (IPv6) 2. Assign IPv6 address parameters

3. Allocate IPv6 address
parameter

i 4

W IP Parameters
@ RG
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On-demand IPv4 Address Provisioning in Dual-Stack PPP.

Description of Mechanism - IPv4 Address parameter can be provided on-demand.

Sensing element for
IPv6 or IPv4 traffic controller
demand on |Pv4/IPv6 address pool
the WAN interface. iﬁj
J

IPvé4 traffic demand 9. Request [Pv4 address ) ,
on WAN interface. parameters 0. Assign IPv4 address
parameters

(. Allocate IPv4 address
parameters

8. IPv4/IPv6 over PPP

|Pv4 IP Parameters
a @ . @ @ RG
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On-demand IPv4 Address Provisioning in Dual-Stack PPP.

Description of Mechanism - IPv4 Address parameter can be released after usage.

Detecting IPv4 traffic on
the WAN interface. controller
RG »IPv4 release” timer. BNG IPv4/IPv6 address pool
L@ 8. IPv4/1Pv6 over PPP I{@ ] iﬁ_l
)

IPv4 release” 9. Releasing IPv4 address . .
timer is expired. 10. Releasing IPv4 address

IPv4 |P Parameters
oRG

»>|
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Summary / Conclusion.

Summary / Conclusion

1. “On-demand IPv4 Address Provisioning in Dual-Stack PPP” can be used to right-size the IPv4
customer address pools to actual the requirements.

= Always-on / Permanent services are produced on top of IPv6.

= “On-demand IPv4 Address Provisioning” shows a high margin for instance in a network scenario where e.g. a
VolP customer is connected to the SP via a Dual-Stack PPP session.

= |Pv4 addresses / connectivity only temporarily needed for (few) remaining IPv4 connections.

2. Exit strategy for IPv4.

3.  Used mechanisms are already described / standardized in PPP specification but not used in this
context.

4. “On-demand IPv4 Address Provisioning” does not break existing implementations since IPv6 support
(in HG/BNG) requires updates anyhow. Besides that standard conform implementations should
already cover IPCP Termination requests in Dual-Stack sessions.
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Thank you very much for your attention!

Questions: Try also olaf.bonness@telekom.de

Erleben, was verbindet.
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Mechanism in a nutshell.

Dynamic IPv4 Address Release

RG Slmr;? ﬁ!:‘r‘n;;\:nfgr BNG IPv4/IF?v%nztar((i)(I1I?erss pool Basic ASSUITlptiOI’]S
. @ = Alllong time or always-on services are produced
NMH S — using IPv6 - Only few short term IPv4 connections
onWANnterfsce.  gstablishment (IPv6) 2. Assign IPv6 address parameters need Internet access and addresses.
Ra et R e = CPE/HG releases the delegated IPv4 address after a

4. IPv6-only over PPP certain inaCtiVity time interval.

FJE

= Onlythe IPv6 address and prefix delegation remains

IPv4 traffic demand ~ ©. Request IPv4 address

on WAN interface. parameters 6. Assign IPv4 address on the CPE for the whole Uptime.
parameters
7. Allocate IPv4 address controller Requirements
RG parameters BNG IPv4/IPv6 address pool
8. IPv4/IPv6 over PP [{_; = E.g. Smart Metering, VolP services and T-Entertain
= — have to be produced with IPv6 or private IPv4
o IPv4 traffic on WAN- 9. Releasing IPv4 add
" ":\I,:vﬁr.rTlea:sezv " Feasng T aceress 10. Releasing IPv4 address addreSSGS.
vt 1. IPv6-only over PPP = Extensions to HG to release IPCP connection of PPP
session.
lllustration of timely usage of IP address resources: . Sma” adaptatlon tO IP platform Steering meChanlsmS
(5/6/0 © o IV G (e.g. Radius etc.)

1Source: T-Home
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Detailed message flow 1/3.

CPE/ End System NAS ext. Address-
( PPP Peer) ( PPP Peer) pool managenent *

1. ->

2. <- - - PPP- LCP- PAP- CHAP- - - - >

3. ----Access- Request--->

4, <- Access- Accept-1| Pv6->

5. - -1 Pv6CP- Conf . - Request - ->

6. <-1 Pv6CP- Conf i gur e- Ack- - -

7. <-| Pv6CP- Conf . - Request - - -

8. - -1 Pv6CP- Conf i gur e- Ack-->

Q. -1 CVPv6- Router-Solicit.->

10. <-| CVPv6- Rout er - Advert . - -

11. - - - DHCPvG6- Requ. - (DNS) - - - >

12. <- - DHCPv6- Repl ay- ( DNS) - - -

13. - Account . - Requ. - | Pv6->

14. <- Account. - Resp. - | Pv6-

*) The mechanism will also work when the management of the address pool is done on the NAS. |
<
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Detailed message flow 2/3.

CPE/ End System NAS ext. Address-
( PPP Peer) ( PPP Peer) pool managenent *
1. ->

2. - | PCP- Conf i gur e- Request - >

3. ----Access- Request--->

4, <---Access-Accept-----

5. <- | PCP- Conf i gur e- Request -

6. - - -1 PCP- Confi gur e- Ack--->

7. <--| PCP- Confi gur e- Nack- - -

8. - | PCP- Conf i gur e- Request - >

9. <---1PCP-Confi gure-Ack---

10. -- Account i ng- Request - >

11. <---Accounti ng- Resp. - -

*) The mechanism will also work when the management of the address pool is done on the NAS. |
<
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On-demand [Pv4 Address Provisioning in Dual-Stack PPP.

Detailed message flow 3/3.

CPE/ End System NAS ext. Address-
( PPP Peer) ( PPP Peer) pool managenent *
->
- -1 PCP- Term n. - Request - - >
<----1PCP-Termn. -Ack. - --

gk wbhE

*) The mechanism will also work when the management of the address pool is done on the NAS.

-InterimAcc. - Requ. -->
<---Accounti ng- Resp. - -

<|
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